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      THE ROLE OF ESTONIA IN DEVELOPING NATO’S CYBER STRATEGY 

 

 

 

                                                                     HÄLY LAASME1 

 

 

 

“Yes, we must, indeed, all hang together, or most assuredly we shall all hang separately.” 

Benjamin Franklin2 

 

 

Introduction 

 

Benjamin Franklin, one of the Founding Fathers of the United States of America, had an ideal of 

Britain and America flourishing together in the global community, but then he realized that 

independence was the only way out of the subjugation problem of colonies. Nevertheless, 

Benjamin Franklin’s hope for unity was realized roughly 200 years later, on April 4, 1949, when 

the North Atlantic Treaty Organization (NATO) was founded. However, he probably would never 

have imagined the unification of 28 sovereign states under one Treaty in an attempt to preserve 

their security, peace, and freedom. Considering the violent history of humanity, it seems that 

the global community often underestimates the accomplishments of NATO that in a not so 

distant future might, eventually, become a century-old Alliance. Contrary to the highly skeptical 

view of neo-realists as concerns the significance of international organizations3 as a deterrent to 

war, NATO has proved that, even though the formation of an effective strategy might often 

seem to be an illusion, it is a necessary organization for achieving common security and peace. 
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However, a strategy can fail if the means that have been chosen prove to be insufficient to the 

ends.4 NATO’s objectives are the preservation of peace and security while maintaining the 

principles of democracy, individual liberty, and the rule of law.5 In 1949, the drafters of the 

Treaty, who wanted to build a collective defense mechanism in order to assure these objectives, 

could possibly not have foreseen the evolution of modern society where the conventional 

domains of land, sea, and air, were enlarged with a space dimension and new, hybrid 

combinations of man and technology would revolutionize warfare in a ‘info-bio-nano-robo-

hydro-cogno’ society in which the collective defense should be realized within the predicaments 

of Moore’s Law.6  

 

Fortunately for the Allies, NATO has survived all scientific revolutions of the previous sixty years. 

It has emerged stronger than ever despite the realists’ ominous predictions of the last decade 

that the Alliance would dissolve and lose its purpose. The post-Cold War enlargement of NATO 

that was feared to exhaust its existing members seems to have actually strengthened the 

Alliance by forcing it to leave the static mindset and become more dynamic, by giving it a fresh 

purpose and transforming it to a more coherent structure. Even if it might appear that there is 

no need for such an ambitious defense alliance in the predominantly peaceful contemporary 

world, NATO’s survival is imperative in order to face ever more complex emerging challenges 

that necessitate collaborative efforts and cannot be solved by any transatlantic country alone. 

Therefore, some of the Allies have vigorously promoted NATO’s development and its 

reinvention into a two-fold actor, provider of collective defense and of collective security.7 As a 

matter of fact it is the evolution of the cyber domain that has exponentially increased our 

society’s reliance on digital and electronic infrastructure and made NATO Allies and Partners 

realize that they all have to “hang together” to face the future or they “most assuredly shall 

hang separately.”  

 

To better comprehend the evolution of NATO’s cyberpower, this paper has been divided into 

three parts. The first part will describe how and why the new Ally, Estonia, became the catalyst 

of NATO’s Cyber Policy. The second part will analyze the developments in NATO’s Cyber 
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Strategy and the third part will discuss the preparedness of the Alliance to face the emerging 

challenges. In addition, this paper will ask attention for some issues that have been less 

discussed in most of NATO related literature.  

 

 

PART I – The Unexpected Catalyst. 

 

Estonia as an ‘e-State’ 

 

The significance of small states within multilateral fora is often underestimated and 

misunderstood because the focus is rather on power than on influence. In fact, small states 

have demonstrated that they are capable of acting strategically to preserve security while 

contributing to the stability and efficiency of international organizations.8 In addition, smaller 

nations are more likely to launch initiatives that appear to be small contributions, but, in time, 

prove to be major developments.9 Because these nations have a tendency to suffer from 

inferiority syndromes they are tempted to “show their mettle” by trying to excel in their 

initiatives.10 In the case of NATO, Estonia in particular has demonstrated the relevance of       the 

previous assumptions. Estonia, the birth-country of Skype and Keyless Signature 

Infrastructure,11  is one of the smallest allies of NATO. By magnitude from smallest to largest,   it 

is third in population, seventh in total area and in 2011 it was third in GDP (Table 1, Annex12). 

Between 2005 and 2010, Estonia was considered one of the leading countries in the utilization 

of digital and electronic infrastructure. For example, it ranked 2nd in the world after the United 

Arab Emirates (UAE) in mobile phone subscriptions where each person in Estonia owned at least   

one device on average - and in 2009 it was 18th in Networked Readiness Index among  134 

countries.13  

 

Although many of the Allies have significantly advanced their civil electronic capabilities since 

2005, Estonia has been continuously considered as part of a digital elite that apart from positive 

advancements is also capable of demonstrating the negative consequences of increased digital 
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awareness among the population.14 In the 2012 Security & Defence Agenda Report, Estonia 

scored in the cyber security stress test at the same level as Denmark, France, Germany, the 

Netherlands, Spain, United Kingdom (UK), and United States (US).15 According to the 2012 

Networked Readiness Index, Estonia holds the 24th place among 142 countries. Within NATO, 

Estonia ranks 12th overall and 1st in the Social Impact Pillar (10th Pillar) that measures 

improvements in the well-being of citizens driven by Information and Communications 

Technologies (ICT) (Table 2, Annex16).  In Estonia, daily life is characterized by hyper-connection, 

using various mobile technologies and digital innovations, such as e-government and e-Cabinet, 

e-voting, e-parking, e-banking, e-ID system, e-taxes, e-police, e-prescriptions, electronic health 

records, digital signing, live-streaming public TV, etc.17 Briefly, Estonia has attempted to realize 

anything that it could possibly do by utilizing digital infrastructure, with the aim to make its tiny 

society more efficient and sustainable under budgetary and demographic constraints.  

Therefore, in Estonia, access to the internet is considered as a basic human right, because it is 

an essential utility to its citizens for acquiring democratic freedoms.18 On the other hand, the 

increasing dependence on technology to sustain society has made Estonia extremely vulnerable 

to a myriad of security risks and consequently forced the country to become a driving force of 

NATO’s Cyber Defense Policy. 

 

Attack on e-Estonia 

 

In February 2006, the US conducted the first full-scale cyber security exercise called “Cyber 

Storm” that simulated a malicious large-scale cyber incident affecting or disrupting multiple 

critical infrastructure elements, including information technologies of government.19 In April 

2007 this scenario became a reality for Estonia when during a three-week period its servers and 

routers became victims to patriotic hacking from approximately one million computers from 

178 countries.20 The attacks started after government had officially started working on the 

relocation of the Bronze Soldier, a Soviet WWII memorial, and war graves, to a military 

cemetery by fencing and covering the memorial site on 26 April. At the same night the Estonian 

capital was the theater of political riots, mostly by ethnic Russians, which turned into an 
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emotional outpour in the cyber domain by 27 April. From that day on the attacks became 

increasingly more sophisticated and coordinated and at their peak the internet traffic targeting 

Estonian government sites was almost 400 times above the normal traffic rate. Among other 

methods, the attackers utilized huge botnets for distributed denial of service (DDoS) attacks, 

defaced the website of the Estonian Reform Party and disrupted domain name system (DNS) 

services in parts   of the country.21 To mitigate the consequences to national security, the 

Estonian information technology (IT) managers had to block the international connections to 

the servers, which created a situation akin to a modern blockade of a country without 

concomitant deployment   of any conventional weapons.22  

 

Even though Estonian officials and citizens believe that the cyber attacks on Estonia were 

supported by the Russian government, the latter has denied any official involvement in the 

incident and refused to cooperate with the Estonian investigations into this matter.23 Ex post, 

the magnitude of the incident brought an overwhelming international attention to the 

inadequacy of the legal frameworks for the cyber domain, especially in the cross-jurisdictional 

environment, and to the deficiencies of technologies for mapping attribution.24 Consequently, 

cyber experts have concluded that even though the Estonian incident was a first serious full-

scale cyber attack on the nation state, it could not be considered as a state-sponsored attack. It 

could best be classified as a level 1 attack according to the AF-SAB/US military model.25 The 

scale and consequence threshold of the cyber attacks on Estonia did not constitute armed 

attacks26 that would have invoked Article V of the North Atlantic Treaty.27 

  

Innovative Approach to Cyber Defense and the Abolition of Free Riding   

 

After the 2007 cyber conflict, Estonian diplomatic skills quickly surpassed many of its peers as it 

became the leading promoter of international cyber security in NATO and the EU.28  In addition, 

an Estonian proposal, made in 2003, to create a Cooperative Cyber Defense Centre of Excellence 

(CCDCoE) in Tallinn, finally received strong support from NATO and in October 2008 it became a 

fully accredited international military organization.29  Furthermore, to defend its electronic 
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infrastructure, the Estonian government resorted in 2011 to an innovative solution that was first 

proposed in 2007 and had not been utilized in any other democratic country. It officially 

established the Cyber Defense League under the all-voluntary home defense guard/Total 

Defense League, which resembles the concept of the Army National Guard in the USA.30 This 

cyber reaction force is constituted of both civilian and military IT experts and cyber specialists 

who can be mobilized under paramilitary command for national security missions, such as 

defending critical electronic infrastructure. In addition, the Estonian government has taken even 

a further leap into the future by considering the possibility of a draft for cyber experts that 

would be available in case of national contingencies.31  The idea behind this kind of strategy is 

actually quite straightforward. The majority of the best programmers and cyber experts work in 

the private sector which can offer them better opportunities for advancement and 

development. By joining the Estonian Cyber Defense League they are pledging to increase their 

knowledge and skills during peace time and utilize them for the benefit of the nation during a 

crisis.  

 

However, there have been some opposing arguments against the conscription of private sector 

employees for this defense strategy, because it might have unintended economic consequences 

by disclosing proprietary information to competing business partners.32 Nevertheless, the 

Estonian government is determined to do whatever it deems necessary to protect the nation’s 

electronic infrastructure from future cyber attacks. After having developed their own 

comprehensive cyber security strategy in 2008,33 the Estonian leaders were among the biggest 

critics of the EU and other European states which have not developed or implemented their 

cyber strategies for the defense of critical infrastructure.34 What seems to concern Estonians 

most is not so much the cyber strategy per se. This is the structured combination of Ends 

(objectives), Ways (concepts/courses of action/methods for accomplishing ends), and Means 

(resources, elements of power, assets, capabilities). What does concern them is the lack of good 

cyber strategies that don’t only provide “blue sky objectives while skipping over the annoying 

fact that no one has a clue as to how to get there.”35 The good cyber strategy has not only to 
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define what to accomplish but also how to accomplish it and with what resources.36 Estonians 

expect it also to include a fairly transparent timeline.  

 

Even though Estonians might seem alarmists to some Allies, their security concerns seem to be 

justified according to the Visegrad Group’s (V4)37 2012 internal cyber analysis that emphasizes 

the cyber commitments that the Czech Republic, Hungary, Poland, and Slovakia have made, but 

failed to muster the political will for following through.38 In addition, a geopolitically extremely 

important NATO Ally, Turkey, also seems to struggle with defining its cyber strategy and how to 

coordinate its fragmented cyber efforts under a more coherent umbrella.39 At the same time, 

the UK does not only have a quite detailed Cyber Security Strategy40 but it promotes its Defense 

Industrial Base (DIB) to pursue cyber-technologies that can assure national security41 and it  

seem to have opted to forego the production of fully operational aircraft carrier for the benefit 

of expanding and maintaining its cyber capabilities.42 However, Estonian officials believe that 

the cyber security of NATO and Europe is as strong as its weakest link and free riding should not 

be allowed. Consequently, they relentlessly pursue the development of a more coherent cyber 

strategy on an international level.43  

 

Cyber attacks on Estonia are often described as a true wake-up call44 or impetus45 for NATO 

because they forced the Alliance to change its security trajectory into a more comprehensive 

approach by extending the development of cyber capabilities also to its members. 46 However, 

taking into account that some of the Allies had already realized their weaknesses in cyber 

security before the 2002 Prague Summit, the question should not be how Estonia became the 

driving force of Cyber Policy in NATO, but why it took the Alliance almost thirty years to develop 

and implement a Cyber Policy and the corresponding strategies.47  
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PART II – From Cuckoo’s Egg to Willy Wonka. 

 

NATO’s Struggles and the Allies’ Blindness 

 

Looking back at the Estonian 2007 cyber conflict, as a matter of fact the actions of the Russian 

patriot-hackers proved counterproductive to the Russian foreign policy strategy that has always 

considered NATO and its enlargement as a threat to its sphere of influence in the region. 

Instead of increasing the Russian grip on Estonia, the event had unexpected positive 

consequences for the Alliance. Realists frequently argue that Alliances only survive when their 

members perceive a common threat.48 In fact, these cyber attacks evoked a common threat 

perception among the Allies who had become quite disunited over the wars in Iraq and 

Afghanistan.49 During the 2004 Istanbul Summit, NATO had to bridge deep strategic divisions 

between its members. By 2007 the Alliance was strained by Jacques Chirac’s Gaullism and the 

strict guidelines for Bundeswehr operations, while some NATO members blocked the 

deployment of missile batteries to Turkey, and Dutch forces were reluctant to engage in combat 

operations.50 Thus, the Alliance desperately required a new focus, which hackers provided in the 

form of the Estonian cyber incident. It drew Allies slowly back together. They started to debate, 

conducted joint exercises, and organized conferences and meetings on cyber security. 

Consequently, by finding a common threat that was relevant to all of them, the cyber issues 

managed to transform NATO to a more coherent and robust multilateral actor.  

 

Unfortunately, this new found solidarity soon revealed a darker side of international 

bureaucratic institutions: the incapability to stay ahead of emerging challenges.  As Jason Healey 

emphasized: “the blindness to history has immediate operational implications…. The longer we 

think cyber conflict is new, the more we will repeat the same mistakes and relearn old 

lessons.”51 Hence, it remains puzzling why it did take the Alliance more than two decades to 

realize the necessity to develop a comprehensive cyber strategy. Looking at the cyber heritage 

of the Allies, the policy should have been developed and implemented already before the 

second enlargement of NATO, which included Estonia. The US had its first serious cyber 
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incident, nicknamed “Cuckoo’s Egg”52 already in the 1980s. It was the 1986 international 

espionage case by Hanover Hacker, who compromised a multitude of computers, including 

military, in search of classified materials about the US Defense Strategy. In 1994, Rome Labs, the 

Air Force C2 (command and control) research facility in New York was compromised by Sniffer.53 

One year later the foundations were laid for the Information Warfare of the US Air Force and in 

1996 the US Air Force established its first combat cyber unit, the 609th Information Warfare 

Squadron.54 In 1997, the Joint Chiefs of Staff mandated to conduct an interoperability exercise, 

“Eligible Receiver”, to test the Department of Defense (DoD) information infrastructure55 and 

one year later a cyber incident, dubbed “Solar Sunrise”, compromised the same DoD networks 

and computers.56 In 1998, the Clinton administration published a White Paper outlining the 

Policy on Critical Infrastructure Protection and emphasizing the importance of protecting critical 

infrastructure from cyber attacks.57 Hence, the US should have been highly aware of the 

vulnerabilities in cyberspace and know exactly where the Alliance had weaknesses, but for some 

reason the US did not propose the development of any comprehensive cyber strategy within the 

Alliance.   

 

In 1999, during the Operation Allied Force (OAF) in Kosovo NATO networks and computers were 

attacked by pro-Serbian hackers for several days, which finally prompted the Alliance to 

implement the Cyber Defense Program at the 2002 Prague Summit. However, this program only 

concentrated on the defence of NATO’s internal communication and information systems. This 

action of the Alliance came after the “I Love You” virus in 2000 that proved how easy it was to 

infect millions of computers,58 and demonstrated that nobody should underestimate the 

success of spear phishing and social engineering which have become prevalent tactics for 

getting a foothold in today’s cyber environment. As Martin Sadler has emphasized, cyberspace 

has its own ecosystems for organized crime and nation state operations, which include people 

with certain skills for different operations, such as conducting spear phishing, gathering 

information about who to attack, developing zero-days59, operating and maintaining zero-days, 

marketing the service, etc.60 The constant flow of new technologies and malicious techniques 

creates systemic vulnerabilities that are difficult to defend because a protection against a 
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certain kind of technique is almost outdated the moment it is introduced. Therefore, achieving 

100% security in the cyberspace “is not only unrealistic but also results in a false sense of 

security”61 and the cyber security investments should focus on areas that can produce 

significant negative consequences. This might be part of the reason why NATO hesitated so long 

as concerns the development of a comprehensive cyber security strategy and did not believe 

that the member states’ networks were as relevant to its cyber security as its own. NATO 

ignored the basics of the information age, which, according to Kurt Herrmann, is secure and 

interoperable communication and information system (CIS) infrastructure because “connectivity 

is the prerequisite for successful political and military engagement.”62 

 

The Cradle of NATO’s Cyber Policy and Smart Flag Waiving 

 

Although the Alliance established the NATO Computer Incident Response Capability (NCIRC) as 

part of the Cyber Defense Program in 2002, it took the Alliance at least eight years to achieve 

full operational capability.63 Hence, NATO seems to have had a retroactive perspective in 

cyberspace that only was transformed into a more serious proactive defense mode after the 

2007 cyber attacks on Estonia, an effort significantly promoted by Estonian politicians.  Finally in 

2008, five years after the first US comprehensive cyber strategy,64 NATO ratified its first Cyber 

Defense Policy and created the Cyber Defense Management Authority in Brussels.65 To improve 

the Allies’ cyber defense capabilities and interoperability, the tenth center of excellence (CoE), 

CCDCoE was established in the Estonian capital Tallinn, in May 2008, with a Memorandum of 

Understanding between Allied Command Transformation (ACT), the framework nation Estonia, 

and six other sponsoring members (Italy, Spain, Slovakia, Germany, Lithuania, Latvia).66 Since 

2008, the Netherlands, US, Poland, and Hungary have also joined the center.  The aim of the K5, 

CCDCoE’s preferred code name,67 has continuously been to emphasize doctrine and concept 

development, awareness and training, research and development, analysis and lessons learned, 

and consultations relevant to the cyber domain.  
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One of the more imperative contributions of CCDCoE toward mitigating the impact of cyber 

conflicts has been the promotion of information sharing through annual International 

Conferences on Cyber Conflict since 2009.68  In addition, to advance members’ cyber defense 

capabilities, in May 2010, the CCDCoE organized together with the NCIRC the 13th NATO Cyber 

Defense Workshop and in October 2010 co-hosted with ACT a workshop “NATO in the Cyber 

Commons,” which was strictly aimed at identifying the Alliance’s vulnerabilities and developing 

relevant capabilities.69 Meanwhile, the ACT workshop demonstrated exactly why NATO’s actions 

in cyber domain lag behind some of its Allies. According to the report its participants believed 

that NATO has been “very quick in providing responses to the new paradigm on cyber security 

threats and maintaining awareness afterwards.”70 However, this was a far from reality to the 

people who know a little bit about cyber history and who believe that even more than a decade 

after the 1999 OAF incident NATO still has to catch up in cyber security.71 

 

At the same time, it is vital to recognize that the capability of the CCDCoE in Estonia to 

contribute toward NATO’s cyber strategy is limited, because CoEs are not part of NATO’s 

command structure and not funded by the Alliance, although ACT coordinates and facilitates 

the dialogue between them. The CoEs are a supporting network of NATO by developing 

doctrines, improving interoperability, offering consultations, education and training, and 

collaborating in research and development. Therefore, the CoE’s are actually the empirical 

examples of NATO’s rebranded and renamed transformational agenda called “Smart Defense” 

that NATO Secretary General, Anders Fogh Rasmussen, has defined as “Ensuring greater 

security, for less money, by working together with more flexibility.”72 The primary aim of Smart 

Defence is to utilize the Allies’ resources with more coordination and coherence and to 

encourage more collaboration in advancing their capabilities. However, the development of the 

CoEs, especially the CCDCoE in Estonia, has demonstrated that the contributions of the smaller 

countries can be sometimes as pertinent for the future of NATO as the significant financial and 

in-kind contributions of the bigger countries. Currently, there are 18 accredited CoEs, plus 3 in 

development, one in almost every post-Soviet Eastern European country73 and without any 

doubt these are causing political headaches in the members of the Russian government.  On the 
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other hand, to reap more constructive benefits from the CoEs, the hosting nations have to look 

beyond “flag waving”, which is in itself, maybe a creative deterrent, but which is shortsighted 

without substance, and find ways to enhance cooperation between the participants and a 

diffusion of the results among all Allies and Partners.74    

 

Toward the 2011 Cyber Policy 

 

Since 2008 NATO has also conducted annually a Cyber Coalition Exercise. At first these exercises 

were limited to NATO entities, but since 2009 they have been open to all member states and 

even to the partner nations. It is a unique 3-day collaboration between the cyber specialists of 

NATO Headquarters and the national cyber defense facilities with the aim to strengthen 

cooperation and partnership between them. While these exercises require the teams to solve 

hypothetical crisis scenarios created by NATO in highly controlled environments, 75 some argue 

that NATO should implement even more realistic exercises. Similar arguments have been made 

about the USAF Aggressor Program where Airmen from the 57th and 177th (ANG) Information 

Aggressor Squadron infiltrate DoD networks.76 During the 2011 International Conference on 

Cyber Conflict the idea of a so called NATO cyber red team was presented. Proponents argued 

that even though this approach could expose NATO temporarily to more risk, it would allow its 

teams to generate a more realistic assessment of the vulnerabilities and lead to the creation of 

more advanced cyber capabilities in the long term.77     

 

Finally, after 24 years of struggling with the repercussions of the “Cuckoo’s Egg” case for the 

Alliance, NATO decided to follow the recommendations of the group of experts78 in the 

development of the new Strategic Concept. The 2010 Strategic Concept emphasized the 

importance of cooperative partnership in tackling the new emerging security challenges, 

including cyber security that was also captured within the NATO Capstone Concept of hybrid 

threat. “Hybrid threats are those posed by adversaries, with the ability to simultaneously 

employ conventional and non-conventional means adaptively in pursuit of their objectives.” 79 

The conceptualization of the hybrid threat finally shows NATO’s acknowledgment of the cyber 
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age and that security threats against the Alliance’s interests are no longer restricted by 

geographical limits, but that they can manifest themselves as complex threats that migrate 

through land, sea, air, and space, intertwining themselves through cyberspace. Deadly and 

devastating attacks against Allies can be perpetrated and initiated in an instant from remote 

locations, leaving no trail to determine their origin.80 Therefore it is imperative that the Alliance 

follows through on expectations of the new Strategic Concept to develop a robust ability to not 

only prevent, detect, and defend against cyber attacks but also to recover from them if they 

prevail.  To counter the cyber portion of the hybrid threats, the Alliance has taken its most 

significant steps during recent years, although it is lagging several decades behind its stronger 

Allies. For example, the 2010 Lisbon Summit Declaration, section 40, tasked NATO to prepare an 

in-depth cyber defense policy and an action plan for its implementation by June 2011.81 

Subsequently, NATO fulfilled this task by adopting a revised Cyber Defense Policy that included 

specific tasks that NATO should develop.82 Attached to the Cyber Policy was an Action Plan that 

should guide the Allies in realizing their cyber defense objectives more specifically.  

 

In addition, NATO has finally confronted concerns over the handling of cyber issues within its 

organization, although it might require more streamlining. At the highest level the oversight of 

the Cyber Policy is conducted by the North Atlantic Council. The NATO Cyber Defense 

Management Authority (NCDMA) coordinates and manages NATO’s cyber defense capabilities. 

On the operational level, the Cyber Defense Management Board (NCDMB) coordinates the 

cyber defense efforts within the Alliance and receives expert advice and oversight from the 

Defense Policy and Planning Committee in Reinforced Format.  On a tactical level, the activities 

are commanded by the Cyber Defense Coordination and Support Centre (CDCSC) in Brussels, 

while the technical and scientific support is provided by the NATO Computer Incident Response 

Capability Technical Centre in Mons, Belgium.83  Moreover, NATO has also been developing 

Rapid Reaction Teams (RRT) that should be fully operational by the end of 2012. These cyber 

experts will be deployed within 24 hours to provide professional and well-organized technical 

advice to the member states and partner countries upon their request.84  But the most 

important outcome from NATO’s 2011 Cyber Defense Policy has been its proclamation to 
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maintain a strategic ambiguity toward Article V invocation in the case of cyber attack. In 

particular, NATO has agreed that a cyber attack can trigger a response under Article V, but the 

exact criteria for invoking the Article V would be left to the discretion of North Atlantic Council. 

According to the commander of the Allied Command Transformation, General Stephanie Abrial, 

every major incident will be analyzed separately and retaliated accordingly.85   

 

Even though the speakers during a panel discussion on NATO’s cyber defence in February 2012 

sounded pessimistic on the short-term cyber future of NATO,86 some progress has been made 

according to a staff member of the Estonian Defense Ministry. According to her, in October 

2012 the status of the Practical Steps in the NATO 2011 Cyber Defense Policy could be described 

as follows:87  

 

           (1) Work has started on the development of minimum requirements for NATO relevant 

national information systems which is expected to be finished around 2014. However, according 

to the Estonian Defense Ministry, the heterogeneousness of cyber capabilities and 

infrastructure between the Allies have made this process tremendously challenging. 

           (2) Even though the priority of the Alliance is to assure the defence of its own networks or 

the basic cyber security, it has slowly started to turn its focus toward aiding the members in 

achieving the minimum level of cyber defense. In the Chicago Summit Guide, NATO stated that 

at this point NCIRC is prepared to assist Allies upon their request,88 although its level of 

readiness is questionable until NATO has actually been able to demonstrate its effectiveness 

during a large-scale cyber attack.  

          (3) The 2012 NATO Crisis Management Exercise (CMX) is conducted concurrently with the 

2012 NATO Cyber Coalition Exercise with the intent to test the functioning, effectiveness, and 

efficiency of collaborative cyber defense procedures and capabilities during a crisis situation.89  

          (4) The Alliance is working on integrating Cyber Defense into the NATO Defense Planning 

Process (NDPP)90 to encourage increased investments into cyber-defense capabilities.  
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         (5) Integration of cyber components into planning of operations is an important new task 

for the Allies that everyone takes quite seriously. In addition, the cyber components are already 

integrated into NATO’s military exercises.  

           (6) NATO committees are currently drafting cyber policy toward its partners and the cyber 

defense requirements for its partners might be part of that. 

           (7) The strong authentication requirements are getting applied and NATO is working on 

streamlining the supply side.  

           (8) There have been no significant achievements in the enhancement of early warning, 

capabilities analysis, and situational awareness because the Allies are still struggling with 

trusting each other and sharing information. This aspect requires more collaborative efforts and 

sharing of lessons learned, and Estonia would like to see greater utilization of the CCDCoE in 

Tallinn by NATO for this purpose.     

          (9) Cyber components have been further integrated into NATO exercises, which should 

also help the Allies to focus on the awareness issues on strategic level.    

          (10) The list of sponsoring states of the CCDCoE has been expanding continuously. The US 

and Poland joined the center in November 2011 and the Netherlands in April 2012. Its cyber 

conferences have become increasingly more valued by cyber experts and the industry. Hence, 

the center has become a quite important nexus of the cyber debate and developments.   

 

The Runaway Cyber-Train of Public Funds 

 

Part of the reason for the creation of NATO was to assure the continuation of the democratic 

values that the Allies found imperative for the success of their societies. Under the Partnership 

for Peace program NATO emphasizes the importance of transparency, integrity and 

accountability in building defence institutions.91 As Hari Bucur-Macru has said, “The real 

democratic exercise starts after the people have entrusted their representatives with the power 

to govern the society on their behalf,”92 and this idea of transparency and accountability is even 

more vital to multilateral organizations that desire to maintain their integrity, including NATO. 

Unfortunately, the problems with large international organizations lie in the public oversight, as 
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they often lack transparency, especially in procurement. They are inward looking bureaucracies 

and are resistant to change because their organizational structures are ill-suited to new security 

threats. All these characteristics can be exacerbated in the defence institutions because the 

hierarchal restriction of information and situational awareness from public to secret. In the case 

of NATO there exists absolute lack of transparency about its budget and how it is used for the 

benefit of the Alliance’s citizens.93 The only aspect of the NATO budget that has been published 

is the cost-share arrangement.94  Hence, the taxpayers have no other choice than to trust their 

representatives, who have been seconded by their governments or elected by ruling political 

parties, and the international staff with making reasonable decisions for the common good and 

assuring proper oversight of public funds.  

 

Historically, but more than ever with the military operations in Iraq and Afghanistan, it has been 

observed that the oversight of domestic defence acquisitions and budgets is quite challenging 

and difficult.95 Therefore, there should be made no illusions about the supervision of 

compliance in NATO, which has to assure accountability in the classified realm without 

impacting political consequences on staffs’ careers and national policies.  Hence, by allocating 

public money to the private sector, NATO has to assure accountability within a pool of people 

that is observably quite static on the international level; the same people changing the 

multilateral entities but not the level of influence in decision-making. The latter practice is one 

of the main corroders of the integrity of acquisition processes in the multilateral frameworks 

and makes NATO’s ability to balance the tradeoffs between cost and effectiveness in the 

defence acquisitions questionable. This means that the Alliance should avoid huge procurement 

contracts on organizational level and leverage the risk management by promoting more 

collaborative efforts outside the official NATO framework, for example through Centers of 

Excellence, European Defense Agency, or multilateral agreements between the states. It is 

imperative for the success and future of NATO that it avoids positions that can erode public 

confidence and create doubt in its effectiveness among the Alliances’ population, especially in 

the information society where the consequences of even small mistakes can become colossal to 

its existence.         
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On the other hand, the defence globalization has changed the conventional acquisition 

strategies. The contemporary defense procurement policies are extremely complicated and 

challenging endeavors. To be self-sufficient in the whole life-cycle (Development, Manufacturing 

/Production, Deployment, Operation, Training, Support, Verification, Disposal)96 of product or 

system acquisition is no more feasible to most of the nation states because the extremely high 

costs and low scale of productions. Therefore, the procurement of defence systems is 

increasingly geared toward international cooperation and outright purchase, where the lowest 

cost-option would be the global consortia model that benefits from the division of labor and 

economies of scale.97  Consequently, the Future Warfare will progressively incorporate a 

coalition doctrinal approach, 98 to which method the Allies under rising budget constraints 

cannot stay oblivious while repairing their capabilities’ gaps and advancing their security 

because otherwise they would simply fall behind the possible adversary.   

 

Hence, from the political point of view, any procurement recommendations made by NATO 

should be welcomed by public that expects its financial contributions to be utilized efficiently. 

Moreover, under a certain threshold (financial loss that would be acceptable to public) these 

acquisitions can and should be done by the Alliance to promote interoperability and 

cooperation. Meanwhile, from the civic point of view, the increasing contract amounts of NATO 

should raise great public concerns toward broader possibilities for corruption, insufficient 

oversight (auditing and monitoring), and inefficiencies in staff decisions.99 Hence, the public-

private partnership does not only advance the efficiency of services and products but also raises 

an ethical dilemma where profit-maximizing enterprises are facing the creator and maintainer 

of common good and benefits. Most importantly, it is not a responsibility of the private sector 

to produce valuable products and services for the society, but it is a duty of the institutions that 

award public funds to private sector to assure that the received products and services add value 

to the society. Currently, it is extremely debatable if NATO is capable of assuring the efficient 

utilization of public funds according to the contract specifications and expectations, especially in 

larger contracts that require more highly skilled, trained, and experienced staff, who besides 
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many other requirements should not be allowed to work in the defence industry after service in 

NATO at least for half a decade to avoid conflict of interest. Hence, ensuring compliance would 

be more than challenging if not almost impossible under current human resource structure of 

NATO.   

 

Nevertheless, NATO has awarded two cyber related contracts, one directly and the other one 

indirectly relevant to the cyber domain. In May 2012 Northrop Grumman received  a contract 

worth of €1.2 billion for NATO’s Alliance Ground Surveillance (AGS) System,100 from which 

Finmeccanica (Selex Galileo) received €140 million as a subcontractor.101 AGS project should be 

considered as an indirect cyber-contract because without cyberspace the operation of 

Unmanned Aerial Vehicle (UAV) would be impossible from across the globe,102 which also makes 

UAVs vulnerable to sabotage through cyber exploitation. For example, the Allies greatly 

underestimated the ingenuity of the adversary in Iraq and Afghanistan where the insurgents 

proved how easy it is to acquire strategic advantage because the relatively low cost of entry into 

the cyberspace and how challenging is the defense in cyberspace because the successful 

adversary needs to find only one vulnerable point of entry. Insurgents used $26 off-the-shelf 

software called SkyGrabber to hack into U.S. Predator drones and download video feeds 

because the communications’ links of UAVs were not encrypted and thus left vulnerable for 

interception.103 The U.S. Military personnel discovered laptops in Afghanistan and Iraq with 

hours of downloaded feeds from the drones, which suggest that counterinsurgency strategies of 

the Allies might have not always included the element of surprise. More surprisingly, some 

reports indicate that by 2012 only a fraction of the drones was encrypted, which means that the 

success of NATO’s operations might have been jeopardized even after the Allies became aware 

of the vulnerability.104 

 

On 8 March, 2012, NATO Consultation, Command and Control Agency (NC3A) awarded 

approximately 58 million Euros for cyber defense to Finmeccanica (SELEX Elsag and Vega) and 

Northrop Grumman Corporation. This project classifies as a direct cyber-contract because it 

should advance NATO Computer Incident Response Capability (NCIRC) from initial (IOC) to full 
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operational capability (FOC) that allows it to detect, assess, prevent, defend, and recover from 

cyber attacks against systems critically important to the Alliance.105 According to NATO, the FOC 

should be implemented by the end of 2012 but the whole project is supposed to be finished in 

12 months according to Brian Christiansen.106 It should provide information assurance to around 

50 NATO sites and headquarters throughout 28 countries.107This capability will be provided 

through highly software-intensive system that all C4I (command, control, communications 

computers, and intelligence) relevant contemporary systems qualify as in the defence 

acquisitions. Unfortunately, as the software becomes a more integral part of defense systems, 

the higher risk these systems entail because the software complexity, changeability, and 

invisibility, makes the monitoring of its development difficult.108  

 

Meanwhile, in July 2012 Finmeccanica cyber solutions team reported that they had finished 

successfully the testing phase of the program’s proof of concept,109 which is just a second work 

package out of seventeen and means that there is still a long way to the product maturity and 

delivery.110 For example, in the US DoD, software acquisitions are expected to follow systems 

engineering principles and according to the technology readiness level (TRL) the successful 

proof of concept is still equal to the infancy stage of the project.111 In addition, there seems to 

exist an inconsistency about the value of the contract among all the interested parties. 

According to the RFP portion of the project there should exist a ceiling of €32,421,357 for the 

work packets 1 to 11 and 13,112 but the contractors have stated for the award €50 million, NATO 

has reported for the awarded amount €58 million and the chief of NC3A cyber defence team, 

Brian Christiansen, has noted it to be €45 million. Hence, there appear to be at least three 

different amounts for the rest of the Work Packets, 12 and 14 to 17, if these values above the 

ceiling price indicate the cost of the rest of the contract and not the change in the ceiling price. 

Unfortunately without the transparent cost of the project it would be difficult to conclude why 

these discrepancies exist and how vulnerable they might make the project to become an easy 

target for “overheating.” Problems that the British Ministry of Defence seems to be well 

acquainted with, as they complained about the inherited system procurements of the previous 
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office that according to them had frequently cost increases up to 40% between the point of 

acquisition and deployment.113  

 

 In any case, the future of NATO’s cyber security is now in the hands of a company whose head 

of cyber solutions equates the NATO’s contract with the Willy Wonka’s Golden Ticket and 

believes that this contract will be catalyst for billions of dollars of public funds to the cyber 

industry.114 Meaning, that the Defense Industrial Base that provides cyber security products is 

either acutely aware of the physics discipline or teachings of 19th century Prussian military 

strategist Carl von Clausewitz about the center of gravity. According to Clausewitz it is necessary 

to have effective intelligence capabilities and command mechanisms to overcome the 

challenges that arise from inherent difficulties and uncertainties of war - and what could 

possibly be more complex and uncertain domain for today’s military strategists than a 

cyberspace. Clausewitz explained, “…. Out of these (adversary’s dominant) characteristics, a 

certain center of gravity develops, the hub of all power and movement, on which everything 

depends. That is the point against which all our energies should be directed.”115 In the 21st 

century the cyber-based C4ISR116 network (ICT network and the electromagnetic spectrum that 

allows the ICTs to function) is the source of power for network centric operations (NCO in US) or 

network enabled capabilities (NEC in UK, NATO), because the networks have the inherent 

capability to move payloads by themselves after the operators have entered the code or 

command into the interface.117 Therefore, even though it is strategically essential for the Allies 

to assure full access to the global cyber commons, which has become with its networks a center 

of gravity for successful security strategy,118 NATO also needs to bear in mind that the 

appropriation the taxpayers have entrusted to the Alliance for collective defense and security 

should be used prudently.119  

 

Cyber Contract’s Greatest Achievements 

 

However, from the strategic and procurement point of view the most important part of the 

NCIRC contract is that the same contractors will be executing almost the entire life-cycle of the 
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defense acquisition by not only designing, testing and installing the cyber defense capability but 

also providing the subsequent maintenance and support for five years. Following a proper 

defense acquisition life-cycle has been one of the capabilities gaps for some of the European 

States. For example, in 2009 European Defense Agency concluded that the scarcity of 

deployable helicopters for European expeditionary missions was caused by inadequate 

maintenance and support of helicopters and insufficient training of their crews, and not by the 

actual amount of these airlift assets in European countries.120   

 

Furthermore, it has to be emphasized that the NATO’s NCIRC contract includes some extremely 

important clauses for assuring the security of the Alliances’ digital infrastructure. The section 2.2 

of the Invitation for Bid specifies that “no materials or items of equipment down to and 

including identifiable sub-assemblies shall be manufactured or assembled by a firm other than 

from and within a Participating Country.”121 The same applies to the labor side of the contract. 

This position might seem highly protectionist, but it is essential for guaranteeing a clean supply 

chain for the development of the NATO capabilities. The reason being, that not only 

administrative systems but also the weapon systems have become highly software dependent, 

which means that the attack surface of Allies has increased considerably and every effort has to 

be made to assure integrity from microchips to actual software program. For example, the 

aircraft’s performance and capabilities have progressively shifted from being defined by physical 

hardware to being dependent of software. When in 1960 F-4 was 8% software dependent then 

by 2000 the fighter jets had evolved into open software-controlled aircraft systems,122 as the F-

22 is 80% software dependent and can be considered a cyber controlled aircraft.  

 

Therefore, being oblivious of the supply chain would be even more dangerous to the Allies’ and 

their digital infrastructure than any hacker per se. The Allies can develop the most advanced 

NEC and patch all the possible network vulnerabilities, but the security of Alliance would be still 

jeopardized if the communication or missile systems have defected or counterfeited microchips. 

In this case, the negligence of even one Ally, not to manage its defense supply chain properly, 

can compromise the operations of the whole NATO. Outsourcing manufacturing of equipment 
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parts or buying them from non-certified markets will only make Allies more vulnerable to hybrid 

threats, including cyber attacks. For example, procuring parts from China might be financially 

practical but definitely not the smartest defense approach. Everything that concerns the life-

cycle of the defence system should be strictly confined to the countries that have no conflict of 

interest.  It does not make much sense to spend valuable public resources on defending the 

Allied cyber domain against Chinese hackers stealing the Joint Strike Fighter designs and 

electronic data123 if meanwhile Allies procure military-grade components for maintenance of 

defence systems, like F-15, from Chinese markets;124hence, willingly allowing its systems to be 

compromised. 125 This kind of negligent conduct for acquiring capabilities can definitely create 

strategies that categorize as “crapshoot” or “random walk.”126 

 

The military axiom that “generals always prepare to fight the last war instead of the next one” is 

considered a cliché but seems to be continuously relevant to our thinking about security, 

especially in the context of NATO. Being unprepared for the future is clearly an error of strategic 

importance that even Allies cannot avoid. Indeed, the fact that the Alliance is finally getting 

updated to the realities of the contemporary cyberspace by following through its 2011 Cyber 

Strategy does not prepare it for the future in cyberspace. As the Estonian president, Toomas 

Hendrik Ilves, emphasized at the 4th International Conference of Cyber Conflict, “In NATO, we 

will only reach the bare minimum acceptable level, defending NATO's own networks and N-CIRC 

FOC, in 2014. But NATO lacks a more ambitious vision for a post-2014 period.”127 Hence, to the 

organization that has to assure collective security to the transatlantic community, the cyber 

security does not entail solely the congruency with current cyber developments but also 

progression ahead of these developments and the ability to face the future challenges.  
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PART III - Ahead or Behind the Curve. 

 

Armed or not Armed 

 

“… [Temporary prohibition] was intended to fill what was perceived as a loophole at the time, 

but its promoters did not lose sight of the fact that it was an area that was developing 

exponentially. This rapid development subsequently hindered the ratification by the 

international community of a body of rules that would have imposed definitive restrictions on 

States.”128  

 

The above lines are not about the development of laws for the cyber domain but for one of its 

predecessors, the air domain. Ironically, also initial aeronautics designs were intended for 

peaceful purposes and flying was considered not of the slightest interest to the armed forces 

and therefore in early days air warfare was not subject to any specific legal regulations.129 

Hence, our society seems to suffer repeatedly from the Konrad Lorentz Paradox,130 where the 

technological advances are created with peaceful intentions but end up causing destruction 

instead.131 Therefore, it might be wise to start considering a precautionary principle132 beyond 

justifying the environmental laws and the bias toward “adaptive error”133 that explains pre-

emptive strikes134 and immense defense budgets.135 Since the technologies and scientific 

endeavors constantly outpace the international and domestic laws and norms, our society 

persistently exists in a security vacuum where nobody is able to envisage or predict what the 

next armed attack or weapon will look like and once something different materializes it takes 

years before the obligations and compliance are updated and implemented. Therefore, instead 

of constantly amending and patching the treaties and regulations to reflect new means and 

methods, which is not a simple or inexpensive task for any government at domestic or 

international level, maybe these binding obligations should be rewritten to reflect 

consequences or to abolish narrow criteria.   
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The development of a consequence based normative framework for the emerging technologies 

to bridge the gap between kinetic and non-kinetic use of force and measures, is not a novel idea 

and was suggested already in 1999 by Michael N. Schmitt.136 Consequently, this idea has been 

expanded more than a decade later by legal and technical experts in Rule 11 of “The Tallinn 

Manual on the International Law Applicable to Cyber Warfare” for defining the use of force in 

cyber space.137 From one standpoint, “The Tallinn Manual” by NATO CCDCoE should be 

considered one of the most unique achievements with its attempt to clarify hostile conduct in 

cyber space; after all, achieving consensus on anything that concerns cyber operations has been 

quite rare. The Manual is a non-binding document that examines the aspects of cyber conflict in 

the context of jus ad bellum (regulating justification for armed conflict) and jus in bello 

(regulating conduct of armed conflict); for example, what constitutes a use of force and an 

armed attack and how to define sovereignty and jurisdiction in cyber space.138 From another 

standpoint, it has taken our society, including the Allies, several decades to get to the point 

where a clarification of cyber conflict still requires 95 Rules over 186 pages, which demonstrates 

exactly the complexity of issues that technological advances have created for the Allies.  Hence, 

this unofficial body of work might aid the governments, corporate entities, and international 

organizations in interpreting treaties and regulations for their code of conduct. However, its 

ability to make the Alliance more secure is questionable, because not everyone from 

kindergartener to adult reads and applies international law in their daily lives, but all of them do 

represent vulnerabilities in cyber security.  

 

This general ambiguity in comprehension of all the facets of cyberspace is precisely why the 

adherence to Article 36 of Additional Protocol I of 1977 to the Geneva Convention139 becomes 

even more challenging and complicated from “simpler” transparency issues that new military 

methods and weapons usually encompass. For example, this friction between modern warfare 

and oversight has become a noticeable political issue in the US during the last decade,140 as well 

as in the case of US operations in Libya.141 Modern wars are fought by utilizing Unmanned Arial 

Vehicles, Private Contractors, and Cyber Operations, but Remote War and Cyber War and their 

components were not imagined as means of warfare when the US War Powers Resolution was 
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written in 1973142 and neither was this kind of evolution in warfare imagined by the drafters of 

the North Atlantic Treaty in 1949.  

 

Furthermore, to accommodate the rights of governments for self-defense or jus ad bellum, our 

society has created double standards, laws for military and laws for civilians. It has always been 

extremely challenging to impose Geneva and Hague Conventions during conflicts - symmetric or 

asymmetric - because insufficient training and awareness of jus in bello and the lack of 

resources to enforce compliance and to comply to the International Humanitarian Law (IHL).143 

However, the application of these Conventions is even more challenging in the ambiguous cyber 

realm where it is currently almost impossible to apply the principle of distinction between 

civilian and military. Nevertheless, after decades of debate the consensus among most of the 

legal experts is that the “laws of war” in general apply to new technologies and scientific 

advances, including the cyber domain, although sufficiency of their clarity and application is 

contentious.144 For example, the nation state can request its military to develop and launch a 

cyber attack, but the current attribution dilemma145 in cyberspace would not allow the victim to 

determine if the attack was done by a civilian or the military. In addition, there exists a high 

possibility of the assault causing collateral damage, harming and affecting the civilian 

infrastructure, because most of the cyber infrastructure does not discriminate between civilian 

and military objects. NATO itself has admitted that in cyberspace commercial and military assets 

are highly inseparable while military operations are highly reliant on this infrastructure.146  

 

In addition, jus ad bellum requires adherence to the principle of proportionality in utilization of 

countermeasures, but the cyber space offers a stealth capability that can have an escalatory 

effect in hostilities, because the responses to the attacks might be based on wrong assumptions 

caused by the attribution dilemma. The stealth capability and indiscriminate aspects of cyber 

operations has been well demonstrated by the Stuxnet worm. The fact that Stuxnet infected 

over 100,000 hosts and existed unnoticed for more than a year,147 demonstrates the covert 

capability that cyber space can provide to all the belligerent actors, from private citizens to 

nation states. Moreover, according to the reports of Symantec Corporation, it was developed to 
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target exclusively Supervisory Control and Data Acquisition (SCADA) 148 systems and more 

specifically Programmable Logic Controllers (PLC) produced in Finland and Iran, even though 

Finland itself seems to have not been the intended target. In addition, the worm could copy 

itself from one removable media to another and thus also infect the non-network systems and 

spread without discrimination between military and civilian objects - from Indian satellite to 

industrial plants outside Iran.149 Hence, Stuxnet that sabotaged Iran’s centrifuges at Natanz Fuel 

Enrichment Plant in 2010 by changing the output frequency used for uranium enrichment150 

could be effectively considered a first generation cyber-weapon.151  

 

Meanwhile, a valuable lesson should be learned from the recent developments concerning 

Stuxnet. In cyberspace it is axiomatic that the broader the knowledge or episteme of malware 

the more it will look like Medusa or a cluster bomb. As Lawrence Lessig noted in 1998 that in 

cyberspace “is an emerging sovereign that is omnipresent, omnipotent, gentle, efficient and 

growing.”152 As anticipated, the Stuxnet was really not a lonesome hunter but possessed a 

companion in Duqu that was discovered in 2011 and also seem to have cousins called Flame and 

Gauss, both discovered 2012.153 According to cyber security analysts, all of these malwares are 

presumed to have been developed, employed, maintained by a nation state or sponsored by it 

because it requires significant resources that are not available to hacker groups or independent 

civilians. Furthermore, even though it has been impossible to establish the identity of the 

“anonymous belligerents” who are terrorizing the cyberspace with these targeted threats, the 

US and Israel have been considered as credible candidates by some analysts. At the same time, 

this information asymmetry between the attackers and defenders is the major reason why the 

targeted attacks are successful, while the reluctance to share forensic data and incident 

information hinder the development of effective and timely responses at a global level.154  

 

Hence, it seems to be futile for Estonia and Visegrad Group to argue against militarization of 

cyberspace when cyber espionage is already in full swing; especially when one of the biggest 

members of NATO is treating cyberspace as any other operational domain155 and very likely is 

developing and employing offensive cyber strategies. While in 2011 the US still argued that 



 
 

  

33 

 

developing robust cyber defenses no more militarizes cyberspace than having a navy militarizes 

the ocean,156 one year later, in 2012, it emphasized that the US would respond to hostile acts in 

cyberspace as it would to any other threat to the country and it reserves the right to use all 

necessary means in cyberspace, although it will seek to exhaust all options before employing 

military force.157 Moreover, the concerns over the militarization of cyberspace were emphasized 

at the 2012 International Conference on Cyber Conflict where the argument was made that 

“focusing on the strategic-military aspects of cyber security means subjecting it to the rules of 

an antagonistic zero-sum game” and invoking images of enemy even though one cannot 

definitely identify the enemy or obtain superiority in the cyberspace.158 Unfortunately, looking 

at the recent history of cyberspace and the conduct of “anonymous belligerents,” the shift in 

the perceptions in favor of cyber arms-race might have already happened and not just in some 

of the Allied countries, but also in other countries that can strongly influence the future of 

cyberspace, including Russia and China which are determined to keep up with the Allies.159 

Hence, at this stage it is becoming increasingly more challenging to balance between the 

possible consequences from preparing only for defense or for both (defense and offense), as the 

mistrust in the utilization of cyberspace is already prevalent.  In fact, the spiral theorists argue 

that the psychological variables, like hostility and mistrust, can aggravate the misperceptions by 

contributing to the feedback cycle, which in turn will escalate the conflict.160 Meanwhile, NATO 

is not only facing a growth of mistrust externally but also internally, as the Alliance itself is 

concentrating on the situational awareness and defense in cyberspace, while some Allies are 

also developing offense capabilities161 and are contributing to the constant feedback cycle in the 

cyberspace.    

 

Therefore, considering the above arguments about cyberspace - its indistinct comprehension, 

indiscriminate nature, and stealth capability – we should be concerned about the robustness of 

the North Atlantic Treaty. Cyberspace is an increasingly contested environment that is 

extremely dynamic and ever changing and thus the assumptions about its future or subsequent 

technological advancement being any different seem to be myopic. Hence, it is not surprising 

that the ability of the Treaty to accommodate the technological developments was questioned 
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in 2010 ACT Cyber Workshop where the proposal was made to “illuminate the current NATO’s 

Treaty Article V wording to focus on the political interpretation more than the legal one.”162 The 

concern over the interpretation of attack in Article V was also emphasized in NATO’s Multiple 

Futures Project one year earlier.163 Ultimately it should be imperative for the Allies to assure 

that the Treaty will be strong enough to face the emerging challenges. Besides the controversy 

around the term “attack,”164 the 1949 Treaty also contains the term “armed” that until now has 

caused relatively minor arguments among the Allies over cyber operations. Unfortunately, this 

kind of specification has the ability of becoming an inherent weakness of the Treaty in the 

future, or a “threat from within,”165 unless NATO believes that all the subsequent inventions will 

be less ambiguous and will also accommodate decades’ worth of debate over when and how an 

attack is “armed” before demonstrating devastating consequences to the Allies.  

 

Maybe it is time to utilize Article XII of the Treaty166 and review the adequacy of the Treaty in 

the light of the technological and scientific advances that already cause struggles in NATO today. 

“While international treaties can act as strategic instruments, they will be ineffective if nations 

do not clearly define treaty missions and objectives.”167 Hence, it might be a good time to start 

preparing the Treaty to face the 22nd century which unquestionably will include even more 

complex society and threats. Considering NATO’s pace as concerns adjusting to new inventions, 

starting the review of the Treaty should be done as soon as possible to give the Allies sufficient 

time for debate and adaptations if necessary.  After all, it took NATO eleven years - from the 

1999 Kosovo conflict to January 2010 - to define in its glossary a term, such as “computer 

network attack” (CNA), which means “Action taken to disrupt, deny, degrade or destroy 

information resident in a computer and/or computer network, or the computer and/or 

computer network itself” and noted that “a computer network attack is a type of cyber 

attack.”168 Add two more years for a preliminary definition of “cyber attack”, which, according 

to the Tallinn Manual, is “a cyber operation, whether offensive or defensive, that is reasonably 

expected to cause injury or death to persons or damage or destruction to objects.”169  
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Inconspicuous Risks 

 

During the last decade most of the Allies have been so caught up with finding solutions for 

hacking and cyber-crimes that some threats to the electronic infrastructure and systems have 

noticeably taken a back seat in their security analysis. Fortunately, NATO’s strongest Allies - the 

US170 and the UK171 - have not been as oblivious to inconspicuous risks and have realized that 

being situated in the “Goldilock’s Zone” of the solar system has not only encouraged the 

evolution of life and technological progress on earth, but also makes these advances vulnerable 

to the Sun’s tumultuous cycles. Hence, monitoring and regulating cyberspace will not defend 

the Allies against strategic mistakes of not considering all other possible risk scenarios in the 

cyber domain. It is not only the virtual world and communications that require scrutinizing, but 

the vulnerabilities in the tangible electronic infrastructure itself. The more our lifestyle shifts 

toward electronics and digital equipment, the more leverage it requires against obscure and 

unexpected risks that are considered  low-frequency high-impact threats, like a violent solar 

storm or Electro-Magnetic Pulse (EMP) incident. Although NATO has adamantly labored to 

prevent the proliferation of Weapons of Mass Destruction (WMD), including nuclear weapons 

that can cause an EMP, the likelihood of a nuclear (or weapon) EMP event is considered low by 

security analysts and it might never materialize. On the other hand, the likelihood of a severe 

geomagnetic storm or of violent space weather is much higher and, according to the scientists, 

the debates are not so much over if, but when, it will occur, and if it will coincide with the 

earth’s overdue pole reversal, the latter potentially posing a worst case scenario. Therefore, 

monitoring of space weather should be as important as monitoring traffic on the internet.   

 

Ultimately, nothing is immune to the space weather and we might be up for a bumpy ride as the 

solar activity is expected to approach its peak in 2013. The Sunspot Cycles wax and wane with 

an approximately 11-year cycle and expose the earth to changing magnetic disturbances caused 

by solar flares and coronal mass ejections. These events have caused considerable havoc in 

history, like the Carrington event of 1859 and the Quebec event in 1989, even if our society was 

then considerably less technology-dependent. Consequently, even though the Allies vary in 
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their electronic and digital posture, to mitigate geomagnetic risks all of them need more 

enhanced forecasting and monitoring capabilities, new GPS signals and codes, new-generation 

radiation-hardened electronics, and improved operational procedures.172   

 

Even a more subtle danger than an EMP event would be the Allies’ belief that providing 

objectives, ways, and means for the current cyber strategy would somehow permanently 

reduce the risks in cyberspace.  Underestimating the three characteristics - complexity, 

adaptability, and rate of change - that distinguish cyberspace from other domains, would be the 

worst mistake any Ally could make, because NATO is as robust as its weakest link. It is 

imperative to comprehend that “today’s cyberspace bears virtually no similarity to its 

predecessor of just two decades ago”173 and its future will not be any less dynamic. The new 

software and devices that are perpetually incorporated into security systems make the systems 

more complex and make their managing ever more challenging. “The result is that while some 

means of cyber attack may be attenuated by these mechanisms, others may be introduced, and 

the overall attack surface may become larger and harder to understand. When systems with 

distinct mechanisms for implementing security policies are connected in new ways, 

inconsistencies may arise, introducing new gaps in the defense mechanisms that may be 

exploited by attackers.”174 

 

Therefore, NATO’s view that the change in the internet protocol (IP) version, migration from 

IPv4 to IPv6175, would somehow “decrease vulnerabilities or increase security in the 

cyberspace”176 is extremely short-sighted and precarious. Beyond the necessary upgrade from a 

32-bits to a 128-bits address that gives humanity 340 undecillion (1036) IP addresses for the 

interfaces, the IPv6 seems not to diminish the security problems, including the attribution 

problem, but just shift them around or replace the old security problems with new ones,177 inter 

alia malware tunneling that misuses this next generation internet protocol itself.178 For example, 

in the case of attribution, a 2012 Guggenheim fellow, Susan Landau, has emphasized her 

concern over the personal-level identification at the packet layer as follows, “Although IPv6 has 

many more addresses than IPv4, it does ‘not’ contain any provision for identification of the 
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person using the machine.  Therefore the attribution issue will remain the same after the 

transition to IPv6. By attempting to ‘fix’ the attribution problem by making Internet address 

level attributable to an individual is that such a solution would not solve the attribution in multi-

jurisdiction multi-stage attacks, but would simultaneously have various negative consequences, 

including for law enforcement and national security.”179 In the case of more secure networks, 

Sean Convery and Darrin Miller have accentuated their concerns as follows, “in reality the same 

problems that plague IPv4 IP security deployment also affect IPv6 IP security deployment.”180 

Moreover, the extensive transition period with inadequate support have made the security of 

the systems even worse, and in spite of promising characteristics of IPv6, the hackers have 

already demonstrated that it is not invulnerable.181 

 

Hence, if the Allies are miscalculating the challenges of current IP migration which is just one 

component of internet, NATO’s capability to face even more complex and sizeable future 

changes in the cyber domain is questionable. For example, adjusting to the vulnerabilities and 

advantages presented to the cyber security of NATO by migration of cyberspace to quantum 

era: utilization of quantum teleportation, quantum networks,182 quantum computers,183 

quantum repeaters,184 and transportation of enormous amounts of information extremely fast 

with photons and atoms.185 Assuring cyber security and access to the cyber commons in the 

quantum era would be presumably more challenging and the increasing rate of technological 

advances suggests that its realization might happen before the turn of the century. For NATO to 

be ready for the quantum era, the discussions concerning the possible technological shift and its 

consequences should be commenced sooner rather than later, especially considering NATO’s 

current slow tempo in keeping up with cyber issues.  

 

According to Chip Elliot, Director of Global Environment for Network Innovations Project by 

National Science Foundation, the migration to quantum era does not only directly concern the 

future of cyber security but in the contemporary world extremely few people inquire about its 

consequences. For example, some of the following challenges are possible and should be 

already analyzed further:186  
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         1) Creation of continental, and even inter-continental, systems for quantum teleportation 

will probably be within the realm of feasibility, as technologies are maturing quite rapidly.187 

        2) Early systems would likely be short-range, and at quite slow bit rates. Meanwhile, the 

physicists have already constructed a prototype for exchanging and storing quantum 

information. 188 

        3) Quantum repeaters are the essential technology for making this all work at any practical 

distance.189 

        4) Quantum teleportation will allow the transport of arbitrary quantum information with 

some degree of fidelity. In particular, it can be used to send qubits between quantum 

computers, provide key material for quantum cryptography, and of course enable the 

teleportation of classical bits. The exchange of quantum encryption keys has been already done 

between an aircraft and ground station.190  

        5) Teleportation of classical bits would have a profound impact on cyber security, as the 

teleported bits do not "appear on the wire" anywhere between the transmitter and receiver. 

Thus it ‘appears’ to provide a very high level of information security, while we should not 

underestimate the creativity of people to find ways around it.  

        6) The overall architecture for a "teleportation-friendly" internet has not been thought out 

at all, but it is unlikely that the whole internet will be quickly converted to such technology. 

Thus, there would be special-purpose links at first, which might carry email messages. This 

means that the cyber domain might become quite fragmented as it shifts to quantum era, as the 

quantum internet might be analogous and complementary to the classical internet.191  

        7) Finally, the quantum teleportation might really not help with the authentication issue, so 

one will still need ways to authenticate the other end of a teleportation link. 

 

Accordingly, concerns should arise if NATO is actually capable of comprehending the 

technological advances and adapting to their consequences. For example, the horizon scanning 

in the NATO’s Multiple Futures (MF) Project does highlight the ‘use of technology’ as one of the 

deterministic drivers of change that will have a great impact on the future security of NATO but 
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the project does not give much attention to the possible structural change of the cyberspace or 

to technological shift.192 Meanwhile the MF report demonstrates that NATO does recognize very 

well that technological advances cut both ways by increasing capabilities of the Alliance, as well 

of its adversaries.193 Unfortunately, comprehending the dual-use of technologies and how the 

technologies can be utilized against NATO is not the same as apprehending how the 

technologies per se can cause vulnerabilities in NATO’s capabilities or deficiencies in its abilities 

to defend the Allies. Hence, even though a rapid adaptability is a vital component of cyber 

security and mission resiliency,194 NATO as an institution appears to lack this crucial 

characteristic for fulfilling its own intention to dominate in the cyber domain.   

 

The Biggest Elephant in the Closet: The NATO Bureaucrat 

 

Since “hierarchies have a difficult time fighting networks,”195 “it is doubtful that traditional 

bureaucratic structures can keep pace with the rapidly evolving nature of cyberspace.”196 

“Transforming current security organizations into network-based structures requires leaders 

who are comfortable with flexibility and dispersed authority”197 and are acutely aware of the 

progress in the society. Hence, security organizations that are responsible for common security 

and defence, including NATO, need to tackle the biggest elephant in their closet – a human 

dimension and its turnover within its bureaucratic structure – if these organizations desire to be 

ahead of the security curve and not behind it. Accordingly, NATO’s biggest impediment for 

comprehending the developments in cyberspace and keeping up with security challenges is its 

relatively static human resources and lack of real turnover.  

 

The reason being, that the actions of the institution are greatly determined by those acting in 

the name of the organisation - its decision-makers.198 Moreover, according to the international 

relations (IR) theory, decision-makers often draw analogies from history and from their own 

personal past experiences.199 The behaviors and choices of the decision-makers are influenced 

by their cognitive capabilities, values, cultural perceptions, motivations, experiences, array of 

idiosyncrasies, and external factors. However, if the person never or rarely leaves the 
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multilateral bureaucratic environment, he or she would form analogies from extremely narrow 

range of events, his or her cultural perceptions and values would become distorted from reality, 

and his or her understanding of crucial characteristics of situations relevant to the current 

period would worsen and thus generalization and oversimplification would increase or become 

more prejudiced. Meanwhile scholars believe that any kind of generalization hinders rather than 

helps with productive thinking and that is why decision-makers fail to remove from the past 

events those facets that are ephemeral. As international relations theorist, Robert Jervis, 

explains this post hoc ergo propter hoc reasoning, “because the learning has not involved an 

understanding of many of the important causal relations, it is not general in the sense of 

grasping the crucial characteristics of the situation and the patterns that are likely to recur in 

the future.”200  

 

Regrettably to the organizations, the scholars also believe that the events can “exercise an 

especially powerful influence over an organization’s memory if the organization’s structure is 

altered so that part of it has a special interest in seeing that the previous event is taken as the 

model for the future.”201 The latter might be a reason why the multilateral bureaucratic systems 

progressively struggle to keep up with the accelerating developments in the ‘info-bio-nano-

robo-hydro-cogno’ society. The personnel draw analogies from events that are persistently ‘out 

of current context’ because the organization is structured to promote the decision-makers who 

are homogenous in their perceptions and history; consequently, the model for the future will be 

‘stagnant’ or ‘lethargic adaption to surroundings’. These decision-makers would fail to 

comprehend properly the ever changing cyber domain and security risks that represent the 

actual external environment. Therefore, the more dynamic our society becomes because the 

increasing rate of technological changes, the superior adversary the static characteristic of the 

decision-makers will become for maintaining security, especially if the security organizations 

refuse to adapt to the continuously changing environment and to adjust their culture 

accordingly.  
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Nevertheless, NATO’s comprehension about the necessity of diversity for creating competitive 

advantage202 is extremely limited. The duration of rotation in NATO is three years after which 

the applicant can be extended for the post for another three years during which the position 

can be made indefinite; although maximum rotation for seconded staff is six years.203 Such a 

prolonged service period, beyond 3 years, can impose cognitive deficiencies and biases in the 

decision-makers who according to the IR theorists are supposed to “operate in ‘dual-aspect 

setting’ where apparently unrelated internal and external factors become somehow related in 

the actions of the decision-makers”204 or “play simultaneous ’two-level game’ between 

domestic and international politics.”205 Hence, prolonged service in the multilateral bureaucratic 

system might seriously diminish or distort person’s capability to play this ‘two-level game’ or 

operate in the ‘dual-aspect setting’ and lead to an increased tendency to “pay more attention to 

what has happened than to why it has happened.”206 In that case, it is not surprising that NATO 

as an institution lags behind its actual Allies in comprehension of security risks, especially in the 

tremendously volatile cyber commons – its staff is simply out of touch with continuous 

developments because it lacks more ample reciprocal influence and knowledge between 

domestic and international affairs.  

 

For that reason, NATO’s future employment efforts should be considerably more based on the 

premise that for the organization to survive and thrive there is an inherent value in diversity.207  

While the argument of Georges D’Hollander, General Manager of NATO C3 Agency (NC3A), that 

keeping up with technology has always been a challenge to NATO because the talent pool is 

being drawn to more lucrative areas,208 might be actually a misguided conviction and 

consequently would permit NATO to ignore its inadequate human resource management and 

continue with ‘business as usual.’ Although it has to be noted here, that “NC3A consists 

primarily of NATO employed personnel in order to be independent of industry and national 

bias.”209 Additionally, the quality of staff might not be poor because it has not ‘come up through 

ranks’ or comprehend sufficient English,210 but because the selection for positions, especially 

seconded posts, might be influenced more by political aspects than persons’ actual capabilities 

to learn and adjust. Hence, the Alliance’s hiring requirements might be emphasizing a wrong 
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skill set and background that do not provide NATO with necessary talent that is flexible, agile, 

adaptable, inquisitive, critical, and knowledge driven.  

 

On the other hand, there are arguments among the Allies’ military staff that the constant 

rotation has become detriment to achieving change because it is difficult to obtain 

commitments from ever changing community. 211 Nevertheless, military structures are learning 

how to embrace this dynamic process because it is essential for creating more agile and 

knowledgeable force that would be capable to think and act faster. To stay ahead of the 

adversary the evolution of C4ISR is based on developing next generation NEC/NCO, which 

requires a dynamic mindset.212 Hence, currently it seems that the Allies’ militaries are actually 

ahead of civilian counterparts in transforming themselves to a more dynamic entity, because 

civilian posts “can ‘sit out’ the changes initiated by military staff or appear to support the 

change but actually deliver very little.”213 Since NATO, similarly with National Defense 

Departments/Ministries, encompasses a military-civilian dual arrangement, the same problems 

are highly plausible within its structure. However, in the democratic system the military is not in 

charge of developing the policies and making the strategic decisions for society. Military’s sole 

purpose is to be instrumental in the realization of the strategic goals, i.e. security and defense, if 

society is not capable of achieving them by diplomatic means. Therefore, in a democracy the 

elected political elite and the civilian staff possess the actual decision-making power and 

consequently should synchronize themselves with the evolution within the society, including 

the technological and scientific advances.  

 

Accordingly, it is imperative for NATO to realize that in an ‘info-bio-nano-robo-hydro-cogno’ 

society it requires a more heterogeneous and dynamic human component within its structure 

and according to NATO’s Multiple Futures Project it seems to recognize the necessity for more 

improved human intelligence that includes traditional and non-traditional groups of people.214  

Therefore, the strategy for tackling the human dimension should start from reassessing its 

policies that govern human resources.215 For example, for NATO the turnover should be also 

horizontal across all the multilateral institutions, not just vertical within the entity. The current 
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trend where the same pool of people is just changing organizations, divisions and institutions, 

should be avoided. NATO needs to change its human resources policies to force its personnel to 

accept the dynamic environment. A person who has worked for a multilateral bureaucracy and 

made consecutively two rotations (like UN, EU, NATO, OECD, OSCE, etc) should not be allowed 

to apply for or be seconded to NATO positions. The person should prove in his or her application 

that after working for multilateral bureaucratic system, he/she has spent an equal time in a non-

bureaucratic multilateral system, like the private sector, a think-tank, a NGO, a domestic 

institution, etc.  Heterogeneous human resources are the best leverage against uncertainty that 

an organization can have, therefore it should not be surprising that bureaucracies with low 

turnover lack the capability to adapt to the dynamic world fast enough. One should not expect a 

person who is spending a decade or two within the multilateral ‘bureaucratic bubble’ to 

comprehend the complex challenges of the cyberspace that is extremely volatile and pervaded 

with uncertainty.  While the increase in collaboration between industry, academia and 

institutions, will improve the comprehension of technological and scientific changes, it will not 

be enough to change the mindset of staffs that daily work within the same hierarchy, decision-

making processes, conditions, and communicate with the same set of people. Decision-makers 

and staff actually need to change within the system, not just their positions and organization. It 

is imperative that these people step outside the ‘bureaucratic bubble’ and return to their 

community and have adequate amount of time to readjust to the scientific, technological, and 

social developments in the ‘real world’ before they reapply for a position that is responsible for 

the security of the whole transatlantic community.   

 

Consequently, this would not just provide NATO with a competitive edge and sustain its 

robustness as an institution but it would also enhance its credibility in the transatlantic 

community and among the taxpayers who eventually are the ones who determine the success 

of the Alliance by agreeing to finance its expenses. NATO should not underestimate the power 

of public pressure in the ubiquitous information society and it should take its objective to ‘win 

the battle of the narrative’216 as a requisite for its survival and success. The observation: “Power 
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should not be left to speak for itself. It needs explaining if it is to be accepted,”217 is not only 

relevant for resolving the conflict between ‘a military at war’ and ‘a nation that is not’218 or  

 for countering an adversary’s attempt to achieve a superior strategic communication, but this 

idea should be also applied for analyzing critically its own existence. Technological progress 

gives the transatlantic population increasingly more access to analyses and information about 

NATO, which will expand value judgments concerning the Alliance. Hence, NATO’s success 

depends on the human dimension internally and externally. An internal threat arises from 

sequentially staffing its positions out of the same pool of citizens and consequently diminishing 

its capability to comprehend the risks, to adapt to the fast evolving society and therefore to 

protect the transatlantic community. The external threat arises from transatlantic residents who 

might decrease their positive assessments of NATO if they doubt its credibility and ultimately 

jeopardize its existence by allocating less public funds to the Alliance. 

 

Conclusion 

 

NATO’s Global Commons Report seems to suggest that because the new Strategic Concept 

committed NATO to a strong defence posture in cyberspace, it would also somehow assure the 

Alliance  to be at the front edge in assessing the security impact of emerging challenges. 219 This 

expectation might be attainable but definitely not while NATO suffers from a dichotomy 

between two contradictory perspectives. The Alliance as an institution appears to believe that it 

is as advanced as its strongest Ally, while the Allies separately seem to believe that NATO is as 

robust as its weakest link. Hence, for NATO to advance beyond its ‘catching up’ mode in the 

cyberspace, it has to critically analyze and acknowledge its current posture, because one cannot 

advance unless it accepts its vulnerabilities. As Charles R. Schwenk implies that under prior 

hypothesis bias, “decision-makers who believe that the institution’s current strategy is 

successful may ignore information suggesting gaps between performance and expectations.”220 

 

Furthermore, it is imperative for NATO to realize that cyberspace is not just an increasingly 

contested domain but is also inherently contradictory. In cyber space everything thrives 
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reciprocally and the cliché ‘what goes around comes around’ is truly an accurate description of 

its character. Indeed, in cyberspace even good intentions can produce dreadful consequences 

when the code or interfaces have been modified from their original status. For instance, the 

net-centric architectures, like systems based on virtualization and cloud computing, do not only 

enhance operational effectiveness but also attack surface vulnerable for single point of failure 

where the payoffs for compromising the system are more generous.221 That is why the U.S. Air 

Force Scientific Advisory Board emphasizes that the Allied military forces have to be capable to 

“fight through and continue to operate” in the presence of compromised systems.222 Allies need 

to work on mission resiliency because none of them possesses capabilities to guarantee the 

resilience of the whole cyber infrastructure in the presence of persistent cyber attacks and 

counterattacks.  

 

The cyberspace has permitted relatively simple systems to intertwine into extremely complex 

systems-of-systems. In the ‘info-bio-nano-robo-hydro-cogno’ society dissemination of 

intelligence between static and deployable components encompasses everything from satellite 

and ground-base communications systems, unmanned aerial vehicles, military platforms, 

awareness sensors, and weapon systems, to decision-makers. Network Enabled capabilities 

cover everything and everyone who contributes to the C4ISR Framework.223 In the 21st century 

the relative advantage in the strategies of military and crisis management lies in the improved 

exploitation of knowledge that, in turn, depends heavily on information and communication 

technologies and virtualization. It is difficult to imagine efficient and effective NEC with a slogan 

of “Right information at the right place at the right time,”224 without well managed cyberspace.  

However, “computer hacking is only limited by the attacker’s imagination”225 and the 

adversaries can limit the effectiveness of NEC by infiltrating the networks and sabotaging the 

information, by utilizing the Distributed Denial of Service attacks, by installing malware or a 

malicious code, etc. Hence today there is no political or military strategy without cyber 

dimension and the adversaries know how to exploit its vulnerabilities as well as the Allies. 
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Therefore, NATO’s Treaty and defense strategy have to be capable of confronting an 

asymmetric warfare with hybrid threats that the existence of cyberspace has made readily 

obtainable. To win asymmetric war one requires enhanced intelligence that can be only 

achieved through better exploitation of knowledge and timely exploitation of new technologies, 

but unfortunately NATO as an institution currently lags behind most of its members in both. To 

enhance innovation and development of technologies NATO has to encourage progressive 

collaboration across Allies’ defense industrial base.  However, NATO will be able to support 

acquisitions and enhance its NEC only if it learns to utilize public funds efficiently, effectively, 

and transparently, because it needs taxpayers’ support for developing and maintaining a strong 

posture on the global arena. Paradoxically, to become more robust, NATO requires more 

advanced and dynamic capabilities that are envisaged for the next generation NEC/NCO, but 

which the Allies cannot obtain and sustain without advanced cyber security. Consequently, for 

improved cyber security Allies have to promote superior digital awareness which can be only 

achieved through well developed strategies.  

 

A robust strategy, including a cyber security strategy, is built on the idea that uncertainty is 

omnipresent and thus the future is unpredictable. All that Allies can do is minimize the risks and 

increase the probability for success by preparing alternative and back-up plans for the means 

and ways that have to lead to the acceptable ends.  Even though the Estonian cyber incident 

might have helped the Alliance in realizing its past mistakes and how it was behind in 

cyberspace, it is now up to the Allies to find the willpower for changing NATO’s outlook, 

including the cyber future. At the same time keeping in mind that they have to ‘hang together’ if 

they don’t desire to ‘hang separately’ because none of them would be capable of facing the 

more complex and resource demanding next century alone.  
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 Table 1. NATO Members Basic Information  

Country  Capital Population 
Total  

Total Area  
(Km

2
) 

GDP 2011                     
(Current $US) 

Albania Tirana 3,215,988 28,748 12,959,563,902 

Belgium Brussels 11,008,000 30,528 511,533,333,333 

Bulgaria Sofia 7,476,000 110,879 53,514,098,360 

Canada Ottawa 34,482,779 9,984,670 1,736,050,505,051 

Croatia Zagreb 4,407,000 56,594 63,850,068,202 

Czech Republic Prague 10,546,000 78,867 215,215,310,734 

Denmark Copenhagen 5,574,000 43,094 332,677,281,192 

Estonia Tallinn 1,340,000 45,228 22,184,722,472 

France Paris 65,436,552 643,801 2,773,032,125,000 

Germany Berlin 81,726,000 357,022 3,570,555,555,556 

Greece Athens 11,304,000 131,957 298,733,589,250 

Hungary Budapest 9,971,000 93,028 140,029,344,474 

Iceland Reykjavík 319,000 103,000 14,059,073,613 

Italy Rome 60,770,000 301,340 2,194,750,339,253 

Latvia Riga 2,220,000 64,589 28,252,498,853 

Lithuania Vilnius 3,203,000 65,300 42,725,404,055 

Luxembourg Luxembourg City 517,000 2,586 59,474,583,333 

Norway Oslo 4,952,000 323,802 485,803,392,857 

Poland Warsaw 38,216,000 312,685 514,496,456,773 

Portugal Lisbon 10,637,000 92,090 237,522,083,333 

Romania Bucharest 21,390,000 238,391 179,793,512,340 

Slovakia Bratislava 5,440,000 49,035 95,994,147,901 

Slovenia Ljubljana 2,052,000 20,273 49,539,271,105 

Spain Madrid 46,235,000 505,370 1,490,809,722,222 

The Netherlands Amsterdam 16,696,000 41,543 836,256,944,444 

Turkey Ankara 73,639,596 783,562 773,091,360,340 

United Kingdom London 62,641,000 243,610 2,431,588,709,677 

United States Washington D.C.  311,591,917 9,826,675 15,094,000,000,000 

Table compiled from World Bank Database ‘WDI’:GDP-Current US$ (Code: NY.GDP.MKTP.CD) 
Population Total (Code: SP.POP.TOTL) and Total Area from CIA The World Factbook: Country 
Comparison: Area.  
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Table 2.   Technological Comparsion of NATO Members
AL BE BG CA HR CZ DK EE FR DE GR HU IS IT LV LT LU NO PL PT RO SK SI ES NL TR GB US

Index 27 10 28 5 20 18 1 12 11 8 24 19 7 21 17 13 9 2 3 22 14 26 25 15 16 23 6 4

A 27 10 25 2 23 19 1 12 11 9 24 16 8 26 18 17 6 3 4 21 13 28 22 15 14 20 5 7

1 26 12 28 6 23 16 2 11 8 7 25 15 10 24 19 17 1 3 4 21 13 27 22 18 14 20 5 9

1.01 14 17 27 4 20 26 2 10 6 8 19 13 11 25 24 22 1 7 3 16 18 28 23 21 15 9 5 12

1.02 25 14 22 10 24 17 2 1 11 13 26 18 7 23 21 15 3 5 4 27 9 28 20 12 16 19 6 8

1.03 26 10 27 4 25 20 1 9 12 3 22 16 8 14 18 21 7 2 5 13 15 24 28 19 17 23 6 11

1.04 13 12 24 4 25 21 2 11 9 7 22 17 8 27 19 16 5 3 1 18 26 23 28 20 15 14 6 10

1.05 15 12 24 5 27 20 3 10 8 6 25 23 9 26 18 14 1 2 4 17 22 21 28 19 13 16 7 11

1.06 25 10 27 8 23 19 2 12 3 7 17 16 9 20 22 24 1 4 6 21 14 26 18 13 15 28 5 11

1.07 28 3 27 7 20 10 4 19 11 5 24 13 17 17 23 20 1 7 9 20 12 26 14 16 15 25 5 1

1.08 24 1 24 20 23 4 17 17 8 9 24 17 4 28 4 9 1 1 16 22 11 11 13 13 24 20 7 13

1.09 7 15 21 23 20 24 11 14 5 8 25 9 12 27 6 1 4 17 2 26 19 16 22 28 18 13 10 3

2 28 8 20 1 24 22 2 15 14 13 23 19 6 27 16 17 10 5 4 21 11 26 25 9 12 18 7 3

2.01 25 5 27 8 20 16 6 14 7 12 22 17 2 24 23 15 11 3 1 26 9 28 19 18 13 21 4 10

2.02 28 6 14 5 26 22 8 9 10 11 25 27 16 23 12 24 2 4 1 19 17 18 15 21 13 20 7 3

2.03 10 25 3 4 6 23 2 26 27 20 19 24 5 28 9 17 1 12 14 16 15 18 22 7 11 13 8 20

2.04 3 1 22 3 12 25 7 12 12 20 17 1 3 7 21 26 24 16 12 28 3 19 22 7 27 7 18 7

2.05 8 3 4 1 14 25 4 8 8 25 27 4 8 14 4 14 14 14 8 14 8 14 14 2 27 14 14 14

2.06 28 1 26 9 27 7 17 11 5 4 24 15 22 20 23 21 16 3 12 14 19 25 13 18 10 6 2 8

2.07 26 10 23 19 24 18 5 15 21 n/a 1 17 6 12 11 4 27 14 7 9 16 13 22 3 8 25 20 2

2.08 19 1 25 3 23 22 9 14 4 13 26 20 7 12 18 17 16 6 11 21 10 24 27 15 5 28 2 8

2.09 15 10 16 9 27 17 4 6 12 8 25 21 3 26 20 22 1 5 11 23 7 24 28 18 19 14 13 2

B 26 10 27 2 16 22 5 12 13 8 21 23 1 17 14 11 9 6 4 19 18 20 28 15 24 25 7 3

3 28 10 18 2 22 12 9 11 14 8 20 27 1 21 23 17 7 5 3 19 16 24 26 13 15 25 6 4

3.01 28 6 16 3 25 9 12 8 5 10 17 23 1 19 27 21 14 11 2 22 20 24 18 7 13 26 15 4

3.02 25 6 4 16 1 11 n/a 4 16 16 6 16 16 16 24 1 6 26 27 16 16 6 10 15 11 1 11 11

3.03 26 6 13 16 19 12 4 24 11 9 22 28 1 14 23 18 8 2 7 21 3 17 27 10 15 25 5 20

3.04 28 10 26 8 20 12 3 11 14 9 24 21 1 22 19 17 6 2 4 16 18 27 23 13 15 25 7 5

3.05 28 6 23 8 21 13 4 7 19 12 25 11 1 27 20 9 10 3 5 26 14 24 18 16 17 22 2 15

4 21 22 27 8 6 26 5 19 23 13 16 20 1 10 4 2 11 15 7 17 14 12 28 24 25 18 9 3

4.01 21 25 27 16 7 19 1 18 23 4 22 14 3 6 5 10 9 17 2 15 11 24 28 12 26 20 13 8

4.02 11 6 17 8 12 28 19 20 13 25 4 23 7 10 3 2 22 18 24 16 21 1 26 27 14 15 9 5

4.03 26 24 28 1 1 21 17 1 1 1 24 18 1 27 22 16 1 1 1 22 1 1 20 1 1 1 19 1

5 23 1 27 2 17 19 5 7 6 8 22 15 3 21 18 11 12 4 14 16 24 20 26 10 25 28 9 13

5.01 13 2 26 3 22 14 5 12 10 6 28 20 1 21 17 16 11 4 8 18 19 23 27 15 25 24 7 9

5.02 12 1 25 2 9 21 10 7 5 16 20 11 4 23 17 8 15 3 24 19 27 14 22 6 28 26 13 18

5.03 27 5 26 12 21 24 3 9 4 10 13 15 7 14 23 16 17 1 6 19 8 22 25 18 2 28 11 20

5.04 26 7 22 7 21 7 7 1 7 7 25 6 7 20 2 3 7 7 7 5 27 24 7 4 23 28 7 7

C 25 11 27 8 21 17 1 12 10 6 26 18 9 20 19 15 7 3 2 23 13 28 22 16 14 24 5 4

6 27 12 26 9 18 20 2 11 10 7 24 22 5 13 23 14 3 6 1 21 17 25 19 15 16 28 4 8

6.01 6 18 8 28 3 7 11 12 25 10 21 14 22 1 24 2 4 16 15 13 5 17 20 23 19 27 9 26

6.02 25 11 24 8 21 16 5 12 9 7 26 18 1 22 14 20 4 3 2 19 23 27 10 15 17 28 6 13

6.03 28 9 27 7 21 19 5 14 10 6 24 17 1 18 20 23 4 2 3 15 22 25 12 13 16 26 8 11

6.04 28 10 27 8 22 17 5 13 9 6 24 17 1 21 19 16 3 2 4 15 23 25 14 12 20 26 7 11

6.05 28 9 22 10 21 23 2 12 5 7 17 18 4 15 19 16 6 1 3 25 20 24 26 13 14 27 8 11

6.06 n/a 21 27 6 14 26 3 7 10 16 25 19 17 12 13 18 11 22 1 5 8 20 23 15 9 24 4 2

6.07 15 10 20 4 25 14 2 8 11 16 27 26 1 17 21 12 9 6 5 28 13 24 18 22 19 23 3 7

7 24 10 28 11 25 13 1 12 8 2 27 20 6 18 19 16 9 3 4 23 15 26 21 14 17 22 7 5

7.01 20 10 28 12 21 15 3 13 9 4 23 19 1 26 24 17 8 6 2 25 11 27 18 22 16 14 7 5

7.02 28 7 25 11 22 12 4 15 3 1 27 18 10 13 19 20 8 5 9 21 17 24 26 14 16 23 6 2

7.03 28 8 26 11 20 17 1 15 6 2 21 16 9 13 18 22 7 3 4 25 19 27 23 12 14 24 10 5

7.04 26 12 20 7 21 11 4 1 10 13 28 23 3 25 18 5 14 9 8 19 16 27 15 17 24 22 2 6

7.05 11 6 28 9 27 13 1 14 12 8 25 24 10 26 16 17 3 4 2 15 18 19 22 20 23 21 7 5

8 18 12 23 3 22 21 4 6 7 11 26 17 14 28 20 15 9 8 5 24 10 27 25 19 13 16 2 1

8.01 15 14 24 9 21 22 5 3 11 8 23 18 10 27 20 16 1 12 7 26 2 28 25 17 19 13 4 6

8.02 13 14 19 12 25 22 3 4 9 11 28 17 8 24 21 15 1 10 7 26 2 27 23 20 18 16 6 5

8.03 27 9 18 2 15 14 8 12 6 10 24 11 20 28 16 13 23 7 5 21 21 16 25 19 4 25 3 1

D 26 10 23 6 20 17 2 7 9 8 27 18 11 21 19 12 13 1 5 25 16 28 24 15 14 22 4 3

9 27 10 25 8 23 18 2 9 7 5 26 20 11 16 19 13 12 1 4 22 17 28 21 14 15 24 6 3

9.01 19 14 24 7 25 18 9 3 2 11 27 22 6 21 23 12 13 8 4 26 10 28 20 17 15 16 1 5

9.02 28 9 26 7 21 17 4 11 6 3 20 16 14 13 23 24 10 1 5 22 18 27 19 12 15 25 8 2
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